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1 Introduction

This report is submitted to the US Election Assistance Commission (EAC) and MicroVote General
Corporation (MicroVote) by iBeta Quality Assurance (iBeta) summarizing the federal voting system
certification testing to the US Election Assistance Commission Voluntary Voting System Guidelines
December 2005 (VVSG 2005) of the MicroVote Election Management System voting system v.4.0
(EMS voting system), including: the Election Management System ballot preparation and central count
software (EMS software), the Infinity Voting Panel Direct Recording Electronic (DRE) push button
polling place device with an audio ballot mode, the Infinity Voting Panel firmware and a dual sided
COTS paper ballot optical mark reader (scanner). The Election Management System ballot preparation
and central count software are developed by MicroVote General Corporation (MicroVote). The Infinity
Voting Panel and the Infinity firmware are manufactured/developed by Carson Manufacturing Company,
Inc. The Chatsworth ACP2200 dual-sided Optical Mark Reader (OMR) is manufactured by Chatsworth

Data Corporation. The purpose of this document is to provide an overview of the certification testing and
findings.

Exclusions:

e The MicroVote EMS voting system does not support ballot rotation; it is not a non-standard
voting device provided by a local jurisdiction; it does not contain wireless technology nor use of
the public networks; it does not provide for broadcasting of results or contain a bar code reader.

e The Election Management System software is an application installed on a standalone COTS
PC or laptop. Connection of these platforms to a network (LAN or WAN) or connection of
multiple OMR or Gemplus card readers to the EMS is outside the voting system configuration
submitted for certification testing.

e The Infinity Voting Panel does not include an independent verification system, voter verified
paper audit trail or electronic dexterity equipment.

e The Chatsworth OMR is not a precinct based paper counter.

¢ No state testing was performed by iBeta on the MicroVote EMS voting system.

Any activities in these areas are limited to documentation that the functions are not applicable to this
voting system.

Testing was conducted at iBeta in Aurora, Colorado and Wyle Laboratories in Huntsville, AL. Testing
was completed June 6, 2008.

The MicroVote EMS voting system was submitted to iBeta for Voting System Test Lab (VSTL)
certification testing to the VVSG 2005. This testing supports MicroVote’s Application #MVT0701 to the
US Election Assistance Commission (EAC) for initial certification of the MicroVote EMS voting system to
the VVSG 2005. Delivery of a VSTL test report is required as part of the voting system application
process (see EAC Voting System Certification and Testing Program Manual section 4.2).

This certification test effort included a Physical Configuration Audit (PCA) of:

e The Technical Data Package (TDP) consisting of the voting system document and the voting
system source code;

e Witness of all tested builds from the reviewed source code;
e Preparation of a trusted build with the final reviewed version of source code; and

e Examination and recording of the voting system configuration, including model and serial
number, of each test environment.

Additionally a Functional Configuration Audit (FCA) to the requirements of the 2005 VVSG and the
MicroVote EMS voting system test requirements included:
e Areview of the test documentation submitted by MicroVote General Corporation (MicroVote) for
the Election Management System voting system;
e Development of a test plan detailing all testing;
e Managing and recording the voting system configurations, including model and serial number,
of each test environment,

e Development and execution of test cases incorporating recording all test data, report outputs,
test observations of performance and equipment condition for:
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Security review and test scenarios;

o O O O

A set of functional system level test methods;

Reliability and accuracy test methods, incorporating availability, and volume testing;
Characteristics test methods, incorporating the accessibility, usability and

maintainability of the Infinity Vote Panel; and
o Environmental hardware test methods, assessment of a COTS optical scanner,
subcontractor test management, assessment and execution by Wyle Laboratories of

the Infinity Vote Panel;
e And, an analysis of all test results.

Certification testing was performed in compliance with the requirements of VVSG 2005, Volume |l
National Certification Testing Guidelines. The test record included all test executions and reviews. All
test executions and reviews included the record of requirements that were satisfactorily and
unsatisfactorily completed, deficiencies noted, reports to MicroVote, software and manufacturing
resolutions, validations of resolutions and documentation of incorporation of resolutions into the voting

system.

During all phases of the certification testing iBeta provide MicroVote with status reports.

iBeta is a full service software testing laboratory providing quality assurance and software testing for the
business and interactive entertainment communities. iBeta accreditations for the testing of voting

systems include:

e National Voluntary Lab Accreditation Program (NVLAP) Voting System Testing Certificate of
Accreditation to ISO/IEC 17025:2005, Voting System Testing scope of accreditation (NVLAP
Lab Code 200749-0 assessment of conformance to the criteria set forth in NIST Handbooks 150

and 150-22)

e United States Election Assistance Commission Voting Systems Test Lab (VSTL) Certification of
Accreditation recognized for the testing of voting systems to the 2002 Voting System Standards
2005 Voluntary Voting System Guidelines (EAC Lab Code 0702)

Non-core hardware environmental testing is outside iBeta’s test accreditation scope as a VSTL. Non-
core hardware environmental assessments and testing were subcontracted to Wyle Laboratories, 7800
Highway 20 West, Huntsville, AL, 35806. iBeta verified Wyle’s qualifications. They are accredited to
perform all VVSG 2005 identified environmental test methods by the American Association of
Laboratory Accreditation under Certificate Numbers 845.01 (Electrical) and 845.02 (Acoustics and
Vibration). The accredited test methods are traced to the applicable VVSG 2005 requirement for:

Accredited Test Method
A2LA No. 845.01, expiration date: 12/31/09

VVSG 2005 Vol.2 Requirement

MIL-Std 810 M 516 Transportation Shock

4.6.2 Bench Handling Test

MIL-Std 810 M 514 Road Transport
(Bounce- Loose Cargo)

4.6.3 Vibration Test

MIL-Std 810 M 502 Low Temperature

4.6.4 Low Temperature Test
4.7.1 Temperature & Power Variation Test

MIL-Std 810 M 501 High Temperature

4.6.5 High Temperature Test
4.7.1 Temperature & Power Variation Test

MIL-Std 810 M 507 Humidity
(Temperature /Humidity)

4.6.6 Humidity Test

Accredited Test Method
A2LA No. 845.02, expiration date: 12/31/09

VVSG 2005 Vol.2 Requirement

EN 61000-4-11 Testing and Measurement
Techniques-Section 11: Voltage Dips, Short
Interruptions and Voltage Variations Immunity Test

4.8.a Power Disturbance Disruption

FCC Class B Requirements
per ANSI C63.4

4.8.b Electromagnetic Radiation

EN 61000-4-2 Electrostatic Discharge
Susceptibility

4.8.c Electrostatic Disruption

EN 61000-4-3 Radiated Susceptibility, 80 MHz to 1

4.8.d Electromagnetic Susceptibility
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Accredited Test Method
A2LA No. 845.02, expiration date: 12/31/09

VVSG 2005 Vol.2 Requirement

GHz, Electric Field

EN 61000-4-4 Conducted Susceptibility, Electrical
Fast/Burst Transients, Signal and Power lines and
Cables

4.8.e Electrical Fast Transient Protection

EN 61000-4-5 Testing and Measurement
Techniques-Section 5: Surge
Immunity Test

4.8.f Lightning Sure Protection

EN 61000-4-6 Conducted Susceptibility, Common
Mode Cable Injection, 150 kHz to 80 MHz

4.8.g Conducted RF Immunity

EN 61000-4-8 Testing and Measurement
Techniques-Section 18: Power Frequency
Magnetic Field Immunity Test

4.8.h AC Magnetic Fields RF Immunity

During the test effort Wyle Laboratories gained accreditation for the testing of voting systems, which

expands their qualifications to incorporate core voting system testing. The accreditations are:

e National Voluntary Lab Accreditation Program (NVLAP) Voting System Testing Certificate of
Accreditation to ISO/IEC 17025:2005, Voting System Testing scope of accreditation (NVLAP
Lab Code 200771- 0 assessment of conformance to the criteria set forth in NIST Handbooks

1.1

150 and 150-22)

e United States Election Assistance Commission Voting Systems Test Lab (VSTL) Certification of
Accreditation recognized for the testing of voting systems to the 2002 Voting System Standards
2005 Voluntary Voting System Guidelines (EAC Lab Code 0704)

Internal Documentation

The documents identified below are iBeta internal documents used in certification testing

Table 1 Internal Documents
Version # | Title Abbreviation Date Author (Org.)
v.1.0 Voting Certification Master MSA contract iBeta Quality Assurance
Services Agreement- MicroVote
FCA Test Document 6/1/07 iBeta Quality Assurance
Review EMSv.4 0 0
PCA Document Review- 7/17/07 iBeta Quality Assurance
EMSv 4 0 0
v.1.0 PCA Source Code Review 11/13/07 | iBeta Quality Assurance
Procedure
v.2.0 SQL Review Criteria 6/19/07 iBeta Quality Assurance
v.2.0 VB.NET Review Criteria 6/19/07 iBeta Quality Assurance
v.2.0 Visual Basic Review Criteria 6/19/07 iBeta Quality Assurance
v.3.0 C and C++ Review Criteria 6/19/07 iBeta Quality Assurance
v.1.0 Witness Build Procedure 4/7/08 iBeta Quality Assurance
v.3.0 MicroVote General Corporation iBeta Quality Assurance
Election Management System
(EMS) Voting System v. 4.0.0
VSTL Certification Test Plan
v.4.0 MicroVote General Corporation iBeta Quality Assurance
Election Management System
(EMS) Voting System v. 4.0.0
VSTL Certification Test Plan
FCA Accuracy Test Accuracy — 6/12/08 iBeta Quality Assurance
Case EMSv4 0 O-Infinity DRE
FCA Accuracy Test Accuracy — 4/28/08 iBeta Quality Assurance
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Version # | Title Abbreviation Date Author (Org.)
Case EMSv4 0 0-OMR OMR
FCA Characteristic Test Case Characteristics, | 9/21/07 iBeta Quality Assurance
EMSv4.0.0 C
FCA Environmental Test Case Environ- 5/2/2008 | iBeta Quality Assurance
EMSv4.0.0 mental, E
FCA Security Security 9/21/07 iBeta Quality Assurance
Review EMSv4 0 0 Review, S
FCA Telephony and_ T 9/14/07 iBeta Quality Assurance
Cryptographic_EMSv4_0_0-
Infinity
FCA Primary1 EMSv4 0 0 Primary 1, P1 10\22\07 | iBeta Quality Assurance
General 1 System TC_ General 1, G1 | 10/3/07 iBeta Quality Assurance
EMSv4 0 0
General 2 System TC_ General 2, G2 | 9/25/08 iBeta Quality Assurance
EMSv4 0 0
PCA Configuration_ 6/2/08 iBeta Quality Assurance
EMSv.4 0 0
PCA and FCA Discrepancy Discrepancy 6/6/08 iBeta Quality Assurance
Report EMS 4 0 0 Report
83107 MicroVote Status — 8/31/07 iBeta Quality Assurance
ComuUitil 109 Validation

1.2 External Documentation

The documents identified below are external resources used to in certification testing.
Table 2 External Documents

2005 VVSG Vol. 1 Section

Version # | Title Abbreviation Date Author (Org.)
Test Plan Approval Letter 1/22/08 Election Assistance
Commission
Help America Vote Act HAVA 10/29/02 107" Congress
NIST NVLAP Voting System Testing | NIST 150 February National Voluntary Lab
Handbook 2006 Accreditation Program
150 2006
Edition
NIST NVLAP Voting System Testing | NIST 150-22 December National Voluntary Lab
Handbook 2005 Accreditation Program
150-22
Withdrawal of OMR 9002 and 2/26/08 MicroVote General
request for waiver Corporation
v.1.1 Implementation Statement 2/20/08 MicroVote General
Corporation
Voluntary Voting System VVSG December Election Assistance
Guidelines 2005 Commission
Testing and Certification 1/1/07 Election Assistance
Program Manual Commission
EAC Decision on Request for Interpretation | 9/5/07 Election Assistance
Interpretation 2007-03, 2007-03 Commission
2005 VVSG Vol. 1 Section
3.1.1
EAC Decision on Request for Interpretation | 10/29/07 Election Assistance
Interpretation 2007-04, 2007-04 Commission
2005 VVSG Vol. 1 Section
3.1.3
EAC Decision on Request for Interpretation | 11/6/07 Election Assistance
Interpretation 2007-05, 2007-05 Commission
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Version #

Title

Abbreviation

Date

Author (Org.)

4.2.1 (Testing Focus and
Applicability)

EAC Decision on Request for
Interpretation 2007-06,

2005 VVSG Vol. 1 Section
4.1.1,2.1.2c &f,2.3.3.30 &
2.4.3c&d. (Recording and
reporting undervotes)

Interpretation
2007-06

11/7/07

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-01,

2002 VSS Vol. Il, 2005 VVSG
Vol. Il, Section 4.7.1 &
Appendix C

Interpretation
2008-01

2/6/08

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-02,
Battery Backup for Optical
Scan Voting machines

Interpretation
2008-02

2/19/08

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-04,

2002 VSS Vol. |, Section
2.3.1.3.1a

2005 VVSG Vol. Il, Section
2.2.1.3a Ballot Production

Interpretation
2008-04

5/19/08

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-05, 2002
VSS Vol. |, Section 3.4.2,
2005 VVSG Vol. I, Section
4.3.2, Durability

Interpretation
2008-05

5/19/08

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-06, 2002
VSS Vol. |, Sections 3.2.2.4c,
3.2.25

2005 VVSG Vol. |, V. 1.0,
Sections 4.1.2.4c (Electrical
Supply), 4.1.2.5 (Electrical
Power Disturbance)

Interpretation
2008-06

8/29/2008

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-08

2002 VSS Vol. |, Glossary
2005 VVSG Vol. |, Glossary

Interpretation
2008-08

8/1/2008

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-09 (Safety
Testing)

2002 VSS Vol. |, Section, 3.4.8
2005 VVSG Vol. I, Section
4.3.8

Interpretation
2008-09

8/25/2008

Election Assistance
Commission

EAC Decision on Request for
Interpretation 2008-10
(Electrical Fast Transient)
2005 VVSG Vol. |, Sect.4.1.2.6
2005 VVSG Vol. Il, Section 4.8

Interpretation
2008-10

8/28/2008

Election Assistance
Commission

NOC 07-05: Voting System
Test Laboratory (VSTL)
responsibilities in the
management and oversight of
third party testing.

9/7/07

Election Assistance
Commission
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Version # | Title Abbreviation Date Author (Org.)

Wyle Letter No. 54578.02B- Environmental | 7/13/07 Wyle Laboratories
001R1 Assessment
Hardware Testing and Wyle report 6/10/2008 Wyle Laboratories

Evaluation of the MicroVote
Infinity DRE Voting System
(Report NO: T54578.02-01)

1.3 Technical Data Package Documents

The Technical Data Package Documents submitted for this certification test effort are listed in Section 3
System Identification.

1.4 Test Report Contents

The contents of this Test Report include:

e Section 1: The Introduction- identifies the scope of certification testing.

e Section 2: The Certification Test Background identifies the process for the Physical and
Functional Configuration Audits.

e Section 3: The Voting System Identification identifies the system configuration including
hardware, software and the Technical Data Package documentation.

e Section 4: The Voting System Overview identifies the overall design and functionality of voting
system.

e Section 5: The Certification Review and Test Results are the methods and results of the testing
effort.

e Section 6: The Opinions & Recommendations of the acceptability of the voting system.

Test Operations, Findings and Data Analysis are in the appendices. Additionally MicroVote documents
required for submission in the Voting System Test Laboratory Program Manual v.1.0 Appendix B are
referenced in the appendices.
e Appendix A: Certification Test Requirements (matrix identifying conformance to the applicable
standard with a trace to the Test Method and issues encountered in testing).
Appendix B: PCA Source Code Reviews
Appendix C: PCA TDP Document Reviews
Appendix D: Test Results (Functional, Security, Environmental, Accuracy etc.)
Appendix E: PCA and FCA Discrepancy Report
Appendix F: Trusted Build and Validation Tools
Appendix G: EAC Certification Number
Appendix H: Warrant of Accepting Change Control Responsibility
Appendix I: Test Plan
Appendix J: MicroVote Implementation Statement

1.4.1 VSTL Program Manual Format Trace

Release of the Voting System Test Laboratory Program Manual v.1.0 occurred subsequent to
completion of all testing and preparation of v.1.0 of this test report. Appendix B of the manual identifies
content in a specific format. The current format of this report follows the recommended outline
stipulated in the VVSG 2005 vol. 2 Appendix B. This VVSG stipulated test report format was reviewed
and approved by NVLAP in our Voting System Testing accreditation audit. A trace is provided below to
clarify the location of the VSTL Program Manual specified content in this report.
1. System Identification and Overview is found in:

e Section 1 Introduction

e Section 3 Voting System ldentification

e Section 4 Voting System Overview
2. Certification Test Background is found in:
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e Section 2 Certification Test Background
2.2 Revision History is found in:
e Section 1 Introduction
2.3 Implementation Statement is referenced in:
e Appendix | Implementation Statement
3. Test Findings and Recommendations
3.1 Summary Finding and Recommendation is found in:
e Section 5 Certification Review and Test Results
e Section 6 Opinions and Recommendations
3.2 Reasons for Recommendation of Rejection is:
e Not applicable, see Section 6 Opinions and Recommendations
3.3 Anomalies may also be identified as discrepancies, issues or defects are found in:

e Section 5.1 to 5.8 provides a general description of how anomalies were encountered
and reported during testing.

e Appendix A traces the VVSG requirements to the specific anomalies.

e Addendum to Appendix B contains software related source code discrepancy detail.

e Appendix D Sections 7.4.1 to 7.4.6 "Issues Opened" traces the specific anomalies to
the relevant software build.

e Appendix E, PCA and FCA Discrepancy Report, provides the discrepancy number,
date, tester, location, description, and VVSG requirement information about anomalies
encountered during document reviews and testing.

3.4 Correction of Deficiencies is found in:

e Section 5.1 to 5.8 provides a general description of how deficiency corrections were
confirmed.

e Appendix A traces the VVSG requirements to the specific closed anomalies.
Appendix B reflects pass criteria for all reviewed source code.

Appendix D Sections 7.4.1 to 7.4.6 "Issues Closed" traces the specific anomaly
resolutions to the build

e Appendix E, PCA and FCA Discrepancy Report, provides the vendor responses and
resolution validations for anomalies encountered during document reviews and testing.

Appendix A: Additional Finding is found in:
e Appendix A: Certification Test Requirements contains "should" and "not applicable”
requirements. Comments provide rationale and references to relevant EAC Interpretations or
Notices of Clarification.
e Appendix D: Section 7.4.1 Supported Voting Variations of the VVSG 2005 Section 2.1.7.2
identify "unsupported" optional functionality.
Appendix B: Warrant of Accepting Change Control Responsibility is found in:
e Appendix H: Warrant of Accepting Change Control Responsibility
Appendix C: Witness Build is found in:
e Appendix F: Witness of the Trusted Build
Appendix D: Test Plan
e Appendix J: Test Plan contains a reference to the final revised test plan submitted as a separate
document
Appendix E: State Test Reports
¢ No state testing was performed by iBeta on the MicroVote EMS Voting System v.4.0. This is
documented in the Section 1 Exclusions.
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2 Certification Test Background

Certification testing of the MicroVote EMS voting system included a Physical Configuration Audit and a
Functional Configuration Audit. Daily status reports were sent to MicroVote’s certification management

staff and iBeta project test staff. These reports included project activity status, issues, and other

relevant information.

2.1 Terms and Definitions
The Terms and Definitions identified below are used in this test report.

Table 3 Terms and Definitions

Term

Abbreviation

Definition

Activations

The method by which ballot displays are
programmed for precincts, precinct splits or

party.

Ballot Cards or Official Ballot
Cards

C312, C402, C256
or 312, 402, 256
OMR Ballot Cards

Paper ballot cards read with the OMR and
ACP scanners. The digits refer to the number
of locations on the card.

Ballot Objects

Ballot objects group items that will go on the
ballot, including: ballot text, offices, and
straight party locations on the ballot.

Candidate Sorting — By Name

A candidate name sort, alphabetically by last
name

Candidate Sorting — By Name
within Party

A candidate name sort, alphabetically by last
name within each party

Candidate Sorting — None

Candidate names are listed in the order they
are filed.

Candidate Stacking — Always

Ballot formatting option: Stacks all names on
the entire ballot regardless of candidate name
length.

Candidate Stacking — On entire
ballot when required

Ballot formatting option: Stacks the names on
the entire ballot if one of the candidates’
names is too long to fit on one line.

Candidate Stacking — Only
within race when required

Ballot formatting option: Stacks the names
within a race if one of the candidate’s names
is too long to fit on one line.

Carson Manufacturing
Company, Inc.

Carson

The manufacturer of the Infinity Voting Panel
and developer of the Infinity firmware

Certified Information System
Security Profession

CISSP

A certification for information systems security
practitioners, indicating successful completion
of the CISSP examination administered by the
International Information Systems Security
Certification Consortium

Chatsworth ACP2200 dual-
sided optical mark reader

OMR or ACP
scanner

Optical scanner for reading and transferring
votes from both sides of a paper ballot card to
the EMS

Direct Recording Electronic

DRE

A voting system that records votes by means
of a ballot display provided with mechanical or
electro-optical components that can be
actuated by the voter; that process the data
by means of a computer program; and that
records voting data and ballot images in
internal and/or external memory components.
It produces a tabulation of the voting data
stored in a removable memory component
and in printed copy.

Doubletalk (Audio Ballot)

Doubletalk

Required for an audio ballot; a voice
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Term

Abbreviation

Definition

synthesis/sound system, connected to the
Infinity Voting Panel, used to convert text to
speech

Election Database

A mode of the EMS that limits changes to the
current open election; changes made appear
in only the current opened election. Default
settings of the Installation Mode are not
changed

Election Management System
software

EMS software

The ballot preparation and central count
software of the Election Management
Software voting system. It is used to program
an election on the Infinity Voting Panel and
paper ballots; and to consolidate and report
results from the voted ballots.

Election Management System v
4.0

EMSv.4.0

The release version of MicroVote Election
Management System voting system.

Election Management System
voting system

EMS voting system

The MicroVote voting system integrating the
hardware and software of the EMS ballot
preparation and central count software, the
Infinity Voting Panel, the Infinity firmware, and
the OMR ballot reader.

Executable Lines of Code eLOC Lines of code that execute functionality.
Comments and blank lines are excluded from
counts of executable lines of code.

Escrow Agency EAC identified repository that retains the file
signature of the trusted build.

Full or New Code Review First time submission submitted for
certification review or previously certified code
with changes to the code so significant that a
full review is warranted.

GEMPLUS Smart Card GEMPLUS COTS hardware for reading and writing the

Reader/Writer Start, Vote and Tally Smartcards

Help America Vote Act HAVA Legislation enacted in 2002 which includes
creation of the EAC, federal voting standards
and accreditation of test labs

Infinity Voting Panel Infinity Direct Recording Electronic (DRE) polling

place device of the MicroVote Election
Management System voting system

Infinity Voting Panel firmware

Infinity firmware

The software that runs the Infinity Voting
Panel

Installation Database

A mode of the EMS for definition of default
settings that are present in every new election
created.

Manual Vote Entry — in central
count reports

Method to enter votes that are not recorded
on Tally Cards or optical scan cards. Votes
may be entered as a single vote, by selected
precinct, or by machine serial number.

Accreditation Program

MicroVote General Corporation | MicroVote The manufacture submitting the Election
Management System voting system.

National Standard Reference NSRL Part of NIST that provides software escrow.

Library

National Voluntary Laboratory NVLAP Part of NIST that provides third-party

accreditation to testing and calibration
laboratories.

Secondary Vote Limit

A voting variation outside the VVSG, which is
supported by an additional vote limit that can
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Term Abbreviation Definition
be placed on grouped contests, so that
multiple limits are placed on the vote.

Start Card (Green) Start card For initializing the Infinity Voting Panel

Tally Card (Red) Tally card For transferring votes from the Infinity Voting
Panel to the Tally card, to the EMS voting
system.

Technical Data Package TDP The documentation and code relating to the
voting system, submitted by the manufacturer
for review.

U.S. Election Assistance EAC U.S. agency established by the Help America

Commission Vote Act of 2002 for administration of Federal
elections.

Voluntary Voting System VVSG Federal voting system test standards created

Guidelines by the EAC. Eventually these will replace the
VSS.

Vote Card (Blue) Vote card For ballot selection and activation of ballot

Vote N Card Vote N cards are used only by Election

Administrators in early voting situations. Vote
N Cards facilitates retraction of challenged

ballots.

Voting System Standards VSS Federal voting system test standards, VVSG
predecessor

Voting System Test and VSTCA If used it should be read as VSTL. Thisis a

Certification Authority term used in the NIST Handbook 150-22 that
was not implemented by the EAC

Voting System Test Lab VSTL Lab accredited by the EAC to perform
certification testing of voting systems.

Voting Variations Significant variations among state election

laws incorporating permissible ballot content,
voting options and associated ballot counting
logic

2.2 Physical Configuration Audit

The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including
the source code, documentation and system configuration reviews, in addition to the witness of the build
and installation of the reviewed source code.

2.2.1 PCA TDP Source Code Review

The PCA TDP Source Code Review of the MicroVote EMS voting system was performed to verify
conformance to VVSG 2005 Vol. 1 Sect 5.2 and Vol. 2 Sect. 5. Reviewed results were recorded on
Source Code Review sheets. Issues were identified in the review and logged on a separate source
code review discrepancy report, after completion of peer review. The source code review discrepancies
were forwarded to MicroVote for correction.

2.2.2 PCA TDP Document Review

The PCA TDP Document Review of MicroVote EMS voting system performed to verify conformance to
Vol. 2 Sect. 2 of the VVSG 2005. Reviewed results are recorded on PCA TDP Document Review
sheets. Issues were identified in the review and logged on the PCA and FCA Discrepancy Report, after
completion of peer review. The PCA and FCA Discrepancy Report was forwarded to MicroVote for
correction.

2.2.3 PCA System Configuration Review

The PCA System Configuration Review of MicroVote EMS voting system was performed to verify
conformance to VVSG Vol. 1 Sect 9.7.1. Reviewed results are recorded on PCA System Configuration
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Review sheets. Issues were identified in the review and logged on the PCA and FCA Discrepancy
Report, after completion of peer review. The PCA and FCA Discrepancy Report was forwarded to
MicroVote for correction.

2.2.4 Witness (Trusted) Build and Installation

The Witness Build and Installation of the executable code for the MicroVote EMS voting system was
performed using the reviewed source code per VVSG Vol. 2 Sect 1.8.2.4. All builds performed by iBeta
during testing were documented. iBeta documented performance of the final Trusted Build in
accordance with the Witness Build Procedure and documented the Witness of the Final Build Template
(Word Document) and is provided as Appendix F to this report.

2.3 Functional Configuration Audit

The Functional Configuration Audit was an examination of the functional aspects of the voting system.
This included review of the MicroVote EMS voting system submitted test documentation, user manuals
and execution of all required tests. A test method description of each test case is documented in
Appendix D.

2.3.1 FCA Test Documentation Review

The FCA Test Documentation Review assessed the level of vendor testing of the voting system to the
Vol. 1 Sect. 2, 3, 4, 5, 6, 7 and 9 requirements. This assessment was used to define the extent of
functional testing.

2.3.2 FCA Functional and System Level Tests

Functional and system level tests were conducted, in accordance with Vol. 2 Sect. 6. End-to-end mock
elections were conducted to demonstrate the integrated functionality and processes of the MicroVote
EMS voting system incorporating shared state requirements and those specifically supported by
MicroVote. The system configuration, test objective, test steps, and expected results were identified in
each test case. Acceptance and rejection results were recorded for each test step. Issues encountered
during testing were identified in the test record and logged on the PCA and FCA Discrepancy Report,
after completion of peer review. MicroVote resolved all discrepancies which did not meet the
requirements of the VVSG 2005. Regression tests were rerun to validate all submitted fixes. These
validations were recorded in the PCA and FCA Discrepancy Report.

2.3.3 FCA Security Review and Tests

Review and testing of voting system security was incorporated into the PCA Source Code Review, PCA
Document Review, FCA Functional and System Level Test Cases, and unique MicroVote specific
security tests, source code and document reviews. The review/test acceptance and rejection criteria for
each security requirement were documented in the FCA Security Review and Tests with the location of
the review/test and the review/test result recorded. Issues encountered during testing were recorded in
the identified test record and logged on the PCA and FCA Discrepancy Report, after completion of peer
review. MicroVote resolved all discrepancies which did not meet the requirements of the VVSG 2005.
Regression tests were rerun to validate all submitted fixes. These validations were recorded in the PCA
and FCA Discrepancy Report.

2.3.4 FCA Accuracy Test (Accuracy, Reliability, Availability, & Volume)

Accuracy testing is not limited to this test case. Testing of the accuracy requirements of the VVSG is
included in the FCA Functional and System Level Test Cases and FCA Security Review and Tests.
Separate comprehensive tests incorporating Data Accuracy and Reliability (Vol.2 Section 4.7.1, 4.7.1.1
and 4.7.3) were performed on the Infinity Voting Panel and the ACP2200 OMR. Execution of the test on
the non-COTS hardware was under temperature and power variations. Data Accuracy validated the
correct recording and reporting of the individual ballot positions, not to exceed a specified maximum
error rate, while processing a specified number of ballot positions. Maximization of ballot positions and
large numbers of votes incorporated ballot stress and volume test conditions. Issues encountered
during testing were identified in the test record and logged on the PCA and FCA Discrepancy Report,
after completion of peer review. MicroVote resolved all discrepancies which did not meet the
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requirements of the VVSG 2005. Regression tests were rerun to validate all submitted fixes. These
validations were recorded in the PCA and FCA Discrepancy Report.

2.3.5 FCA Characteristics Tests (Recovery, Accessibility, Usability &
Maintainability)

Review and testing of the Infinity Voting Panel characteristics, usability, accessibility, and maintainability
were incorporated into a single test case in accordance with VVSG Vol. 1 Sect. 3, 4.1.2.4.c (2 hour
battery back-up), 4.2, 4.3 and Interpretation 2007-03. Interpretation 2008-02 stipulates that the 2 hour
battery back-up is applicable to central count scanners. The ACP2200 OMR, a central count optical
scanner, was added to the FCA Characteristics Test Case for this one requirement. A mock election
incorporating audio, visual and multi-lingual ballots was installed to assess the usability and functional
performance of the accessible, usability, recovery and maintenance features of the voting system.
(Note: Testing of the accurate presentation, recording and reporting of accessible ballots was
incorporated into FCA Functional and System Level Test Cases.) The system configuration, test
objective, test steps, and expected results were identified. Acceptance and rejection results were
recorded for each test step. Issues encountered during testing were identified in the test record and
logged on the PCA and FCA Discrepancy Report, after completion of peer review. MicroVote resolved
all discrepancies which did not meet the requirements of the VVSG 2005. Regression tests were rerun
to validate all submitted fixes. These validations were recorded in the PCA and FCA Discrepancy
Report.

2.3.6 FCA Hardware Environmental Tests

FCA Hardware Environmental Tests are non-core tests which must be performed by a laboratory
accredited in the hardware environmental test methods identified in VVSG 2005 vol.1, 4.6 and 4.7.
Non-core tests may be performed by subcontractor laboratories, under the supervision of the VSTL, if
the VSTL does not hold these accreditations. iBeta validated Wyle Laboratories accreditation to
perform all required hardware environmental tests and engaged them as iBeta’s subcontractor to
perform the tests.

Prior to initiating an assessment of the MicroVote EMS voting system hardware iBeta contacted the
EAC and received confirmation that as the hardware environmental testing requirements of the VVSG
2005 were essentially unchanged from the FEC Voting System Standards 2002, environmental
hardware testing performed by Wyle Laboratories to the 2002 standards in a prior qualification effort
would be valid for reuse if the following conditions were met:
e The hardware was unchanged and Wyle verified in an independent assessment that the
equipment they tested was essentially the same as the system tendered for certification to the
VVSG 2005;
e Wyle agreed to issue a report for the environmental tests as a subcontractor to iBeta; and
e iBeta confirmed that Wyle was accredited by A2LA to perform all the VVSG 2005 required test
methods accredited in the test methods they performed on the date of test execution.

A detailed test case with test instructions was provided to Wyle to review, assess and test the Infinity
Voting Panel. iBeta created test election databases for all operating tests and to validate the
operational status of the voting panel before and after each environmental test. The system
configuration, test objective, test steps, and expected results were identified. Acceptance and rejection
results were recorded for each test step. Issues encountered during testing were documented in the
test record. In addition to the iBeta test record, Wyle provided iBeta with anomaly and test reports
following their internal processes. iBeta logged anomaly reports as issues on the PCA and FCA
Discrepancy Report. MicroVote resolved all discrepancies which did not meet the requirements of the
VVSG 2005.

EAC Interpretation 2007-05 provided that there is no merit to the interpretation that requires FCA
Hardware Environmental testing of unmodified COTS equipment. Instead the interpretation requires the
confirmation of FCC Class 15B and CE marks affixed to each unit indicating that the COTS product has
been certified to meet those standards and a copy of the COTS manufacturer’s Declaration of
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Conformity confirming the manufacturer’s compliance claim. iBeta followed the interpretation for the
ACP2200 OMR COTS scanner.

2.3.7 FCA Telephony and Cryptographic Review and Tests

An examination of the MicroVote EMS voting system was conducted to confirm that it does not contain
wireless technology or use of the public networks. The results of this review were recorded in the FCA
Telephony and Cryptographic Test Case. As a result of this review it was determined that the voting
system is exempted from the Telephony and Cryptographic requirements of VVSG Vol.1 Sect. 6 & 7.

It should be noted that connection of the COTS EMS PC or laptop to a network (LAN or WAN) is outside
the system configuration submitted for certification.

Page 19 of 211 (V)2008-25JUN-001(D)



3 Voting System Identification

The System ldentification stipulates the configuration of the MicroVote EMS voting system v.4.0
hardware, software and the Technical Data Package documentation submitted for testing to the VVSG

2005.

3.1 Submitted Voting System ldentification

Table 4 Voting System Name and Version

Voting System Name

Release Version

MicroVote Election Management System

4.0

The MicroVote Election Management System Voting System release version includes the following:

Table 5 Voting System Polling Place and Central Count Hardware

Hardware

| Firmware & Version

| Description

Ballot Prep & Central Count

Dell computer desktop with
monitor, keyboard and mouse

Windows XP Professional 2002
Service Pack 2

COTS Personal computer for

Dell laptop

Windows XP Professional 2002
Service Pack 2

COTS Laptop

GemPlus card reader

1SO7816-3 standard interface

COTS Card reader

Report printer

COTS Printer

DRE

Infinity Voting Panel Model VP-
1Rev: C

Infinity Voting Panel Firmware v 4.0

Push button DRE with an audio
ballot mode

ELPAC Power Systems Power
Supply

Model FW3012

Infinity COTS Power supply: Input
100-240 VAC 47—-63Hz Output
12VDC, 2.5A

Infinity storage case

Regular and Accessible

Polling booth (regular and
accessible) and storage case

Seiko Instruments Printer

Model DPU-414 or DPU-3445

COTS Report printers, varied
speeds

DoubleTalk LT

DoubleTalk v.1.0 RC8650 BIOS0212

COTS Text-to-speech portable voice
synthesizer

Headphones

COTS headphones for audio ballots

Smart Cards

COTS smart cards for Start, Vote,
Vote N and Tally functions

Optical Scanner

Chatsworth ACP-2200 Dual-
Sided Optical Mark Reader

Model 605000-190

COTS Dual-Sided Optical Mark
Reader for scanning paper ballots
into the EMS software.

UPS Backup

Unit capable of sustaining 100 watts
output at 120 volts for a minimum of 2
hours according to manufacturer
specifications

COTS Central count universal power
supply

Table 6 Voting System EMS Software

Software Applications | Version | EMS Function Description
Ballot Prep & Central Count
Election Management System 4.0 Ballot preparation and central count software; reporting
(EMS) 4.0.21.0 software for the OMR optical scanner
Microsoft Windows XP Professional | XP svc COTS personal computer operating system
pack 2
Microsoft Desktop Engine MS SQL COTS personal computer desktop engine
Server
2000
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DRE

Infinity Voting Panel Firmware v.4.0 DRE software programmed in C
(Build
9. 68)
Encrypt.exe v.2.14 Non-distributed executable used in the Infinity build
process
InfUpdater.exe v.1.01 Software for loading Infinity executable onto Infinity panel
GetUpdt.exe v.2.16 Distributed executable used in the update process

3.2 Voting System Test Environment

The Voting System Test Environment identifies the specific hardware and software that was used in the
test environment. The Test Methods in Appendix D identify a specific MicroVote EMS voting system
software and firmware build installed for each test iteration.

Table 7 Voting System Hardware

Hardware or Equipment (#)

Manufacturer

Version/ Model

Description (identify COTS)

Infinity Voting Panel (9)

Carson Manufacturing
Company, Inc.

Model VP-1

Rev: C

SN: 2213, 3627,
3628, 3629, 3630,
10402, 10403,
10404, 10405

DRE

16% “X 13 “ X 212"; 6 Lbs. w/
power supply & cord

-Power Input: Standard 4"
miniature power jack, 12VDC
+10% @ 2.5A max

-Interface: RJ45 connector
with RS-232 levels and special
pin assignments for use with
adapters connected to printer
or —PC, automatic baud rate
selection for PC or printer. -----
----Communication: 1 start bit,
8 data bits, no parity, baud
rate = 38K for PC and 9600 for
printer, hardware handshake
(DTR/DSR)

-Computer: AAEON PC/104
SBC with X386 processor
-Memory: CompactFlash 8Mb
primary, Disk-On-Chip 8Mb
backup

-Display: Sanyo 9% in. LCD,
640 x 480 resolution B/W
transflective

-Indicators: (2) Red LED Cast
Vote indicators

-Keyboards: Custom
conductive rubber over gold
contact-

Batteries (8) cells

Alkaline “C”

COTS: Back up power supply
for the Infinity Voting Panel.

DoubleTalk LT (3)

RC Systems, Inc.

LT RC8650 chipset

COTS: Text-to-speech

BIOS 0212 portable voice synthesizer
Power Supply: ELPAC ELPAC ELPAC Model Power supply for the Infinity
Power Systems model FW3012 Voting Panel.

FW3012 Power Supply
Input 100-240 VAC 47—
63Hz

Output 12VDC, 2.5A
UL CE
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Hardware or Equipment (#) Manufacturer Version/ Model Description (identify COTS)
Dell computer desktop (1) Dell, Inc. Model DHM* COTS. Personal computer
SN: SDBFL61 Intel Pentium R processor
2.80GHz, 2.79GHz, 512 MB
RAM
Windows XP Professional
2002 Svc Pack 2
Dell Laptop (1) Dell, Inc. Model PP17L* COTS Personal computer Intel
SN: CN-06G834- Pentium M processor
48643-65R-3140 1.73GHz, 795MHz, 504 MB
RAM
Windows XP Professional
2002 Svc Pack 2
PS/2 to USB Adapter (1) Adesso Model ADP-PU21 COTS Connect keyboard and

mouse to USB port

Seiko Printer (1)

Seiko Instruments

Model DPU-414

COTS report printer

Seiko Printer (1)

Seiko Instruments

Model DPU-3445

COTS high speed report
printer

GemPlus with ISO7816-3
standard interface (2)

GEMPLUS

SN:
R04304113302427,
R02A0109759

COTS. Card Reader

Chatsworth ACP-2200 Dual-
Sided Optical Mark Reader

Chatsworth Data
Corporation

Model 605000-190
SN:CDT03600288,

COTS. Dual-Sided Optical
Mark Reader for scanning

(3) CDT09600346, paper ballots into the EMS
CDT09600335 software.
Seiko Printer Cable Seiko Instruments COTS. Cable to connect the
printer and the Infinity
EMS Cable COTS: Standard modular
plug-8 positions
Smart Cards COTS: Start card, Vote card,
Vote N card and Tally card.
Keyboard* Dell, Inc. COTS: USB Keyboard
Mouse* Dell, Inc. COTS: USB 2-Button
Speakers Dell, Inc. A215* COTS: Two Piece Stereo
Speaker System
APC Smart-UPS Backup (1) APC Model SUA2200* COTS: Backup Power Supply
SN: JS0743009644
Dell Monitor (1) Dell Inc Model E153FPb* COTS: 15 Inch Flat Panel
CN-0D5421-46633-
55U-0E2L
Audio headphones (1) Radio Shack COTS: headphones
Dell Laser Jet Printer (1) Dell, Inc. COTS: Report printer
Infinity Storage/Shipping Case (4) Polling booth & shipping case
Infinity Storage/Shipping Case Q) Wheelchair accessible polling

(Handicap accessible)

booth & shipping case

* Model or version identifies the one used in testing. For this equipment the MicroVote specifications do not

identify a specific version.
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Table 8 Voting System Software

Application Manufacturer Version Description (identify COTS)
Election Management System | MicroVote General Corp. 4.0 Ballot preparation and central
(EMS) (Build count software programmed in
4.0.21.0) VB.Net and SQL
Infinity Voting Panel Firmware | Carson Manufacturing v.4.0 DRE software programmed in C
Company, Inc. (Build
9. 68)
Encrypt.exe Carson Manufacturing v.2.14 Non-distributed executable used
Company, Inc. in the Infinity build process
InfUpdater.exe Carson Manufacturing v.1.01 Software for loading Infinity
Company, Inc. executable onto Infinity panel
GetUpdt.exe Carson Manufacturing v.2.16 Distributed executable used in
Company, Inc. the update process
Microsoft Windows XP Microsoft XP svc COTS personal computer
Professional pack 2 operating system
Microsoft Desktop Engine Microsoft COTS database software
DOUBLETALK LT RC Systems 1.0 COTS: Text-to-speech voice

synthesizer software

Table 9 Voting System Technical Data Package Documents

Title Version Date Author (Org.)
Appendices Table of Contents Election Management 1.4 9/19/2007 | MicroVote General Corp.
System

Appendix AA MicroVote System Identification Tool User 15 9/5/2008 MicroVote General Corp.
Manual

Appendix A TEST PLANS Election Management System 0.4 7/23/2007 | MicroVote General Corp.
Appendix A0 Test Execution Plan for Logon 1.0 2/15/2007 | MicroVote General Corp.
Appendix Al Test Execution Plan for Menu Bar 1.1 3/3/2006 MicroVote General Corp.
Appendix A10 Test Execution Plan for Election Data (Form | 1.0 2/6/2006 MicroVote General Corp.
Actions (FR-GUI-SP-0012400))

Appendix A1l Test Execution Plan for Security 1.1 3/23/2007 | MicroVote General Corp.
Appendix A12 Test Execution Plan for Office Entry 1.1 3/3/2006 MicroVote General Corp.
Appendix A13 Test Execution Plan for Candidate Filing 1.2 1/9/2007 MicroVote General Corp.
Appendix Al14 Test Execution Plan for Secondary Vote 11 3/3/2006 MicroVote General Corp.
Limit

Appendix A15 Test Execution Plan for Create and Edit 11 3/3/2006 MicroVote General Corp.
Ballots

Appendix A16 Test Execution Plan for Build Activations 1.0 2/6/2006 MicroVote General Corp.
Appendix A17 Test Execution Plan for Assign Ballots 1.0 2/6/2006 MicroVote General Corp.
Appendix A18 Test Execution Plan for Ballot Printing 1.0 2/6/2006 MicroVote General Corp.
Appendix A19 Test Execution Plan for EMS — INFINITY 1.0 2/10/2006 | MicroVote General Corp.
PROGRAMMING EMS - VOTE CARD ACTIVATION

INFINITY FIRMWARE — ELECTION FUNCTIONS

Appendix A2 Test Execution Plan for Preferences 1.2 2/14/2007 | MicroVote General Corp.
Appendix A20 Test Execution Plan for Clear Votes 0.2 3/3/2006 MicroVote General Corp.
Appendix A21 Test Execution Plan for OMR Ballot Cards 0.2 3/20/2006 | MicroVote General Corp.
Appendix A22 Test Execution Plan for Tally Cards 0.2 3/3/2006 MicroVote General Corp.
Appendix A23 Test Execution Plan for Manual Vote Entry 0.1 3/7/2006 MicroVote General Corp.
Appendix A24 Test Execution Plan for Overall System 0.1 5/10/2006 | MicroVote General Corp.
Functionality

Appendix A26 Test Execution Plan for Election Data 0.1 6/1/2006 MicroVote General Corp.
Appendix A27 Test Execution Plan for Election Data 0.1 6/1/2006 MicroVote General Corp.
Appendix A28 Test Execution Plan for Election Data 0.1 6/1/2006 MicroVote General Corp.
Appendix A29 Test Execution Plan for Infinity Programming | 0.1 7/24/2006 | MicroVote General Corp.
— Defect #146

Appendix A3 Test Execution Plan for Political Parties 2.0 8/9/2006 MicroVote General Corp.
Appendix A30 Test Execution Plan for Infinity Programming | 0.2 4/13/2006 | MicroVote General Corp.
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Title Version Date Author (Org.)

— Voter Control Page

Appendix A31 Test Execution Plan for Infinity Programming | 0.1 7/24/2006 | MicroVote General Corp.
— Defect #151 with Button Tags

Appendix A32 Test Execution Plan for Election Data — 0.1 6/1/2006 MicroVote General Corp.
Straight Party Report

Appendix A33 Test Execution Plan for Election Data 0.1 6/1/2006 MicroVote General Corp.
Appendix A33 Test Execution Plan for Election Data — 0.3 4/27/2007 | MicroVote General Corp.
Office Detail Report

Appendix A34 Test Execution Plan for Infinity Programming | 0.1 6/6/2006 MicroVote General Corp.
— Change Date

Appendix A35 Test Execution Plan for Election Data 0.1 6/1/2006 MicroVote General Corp.
Appendix A36 Test Execution Plan for Infinity Programming | 0.1 6/6/2006 MicroVote General Corp.
— Start Card Functions- Defect #166

Appendix A37 Test Execution Plan for Infinity Programming | 0.1 6/6/2006 MicroVote General Corp.
— Tally & Accumulate Card Functions- Defect #167

Appendix A38 Test Execution Plan for Election Data 0.1 8/8/2006 MicroVote General Corp.
Appendix A39 Test Execution Plan for Election Data — 0.1 8/1/2006 MicroVote General Corp.
Early Vote Extraction

Appendix A4 Test Execution Plan for Vote Type 1.0 2/6/2006 MicroVote General Corp.
Appendix A40 Test Execution Plan for Election Data 0.1 6/1/2006 MicroVote General Corp.
Appendix A41 Test Execution Plan for Election (Data 0.1 8/1/2006 MicroVote General Corp.
Network OMR Ballot Cards)

Appendix A42 Test Execution Plan for Election Data 0.1 8/1/2006 MicroVote General Corp.
(Network Tally Cards)

Appendix A43 Test Execution Plan for OMR Straight Party 1.0 8/15/2006 | MicroVote General Corp.
Appendix A44 Test Execution Plan for General Election#1 | 1.0 3/19/2007 | MicroVote General Corp.
Appendix A45 Test Execution Plan for General/Primary 1.0 3/19/2007 | MicroVote General Corp.
Election #3

Appendix A46 Test Execution Plan for Primary Election 0.1 3/16/2007 | MicroVote General Corp.
System Test

Appendix A47 Test Execution Plan for Tally 0.1 2/14/2007 | MicroVote General Corp.
Card/Advanced Voting Volume Testing

Appendix A48 Test Execution Plan for Election Summary 0.1 3/16/2007 | MicroVote General Corp.
Report

Appendix A49 Test Execution Plan for Precinct Summary 0.1 3/8/2007 MicroVote General Corp.
Report

Appendix A5 Test Execution Plan for Precincts 1.0 2/6/2006 MicroVote General Corp.
Appendix A50 Test Execution Plan for Tally Card Detail 0.1 2/14/2007 | MicroVote General Corp.
Report

Appendix A51 Test Execution Plan for Undervotes and 0.1 3/15/2007 | MicroVote General Corp.
Overvotes Report

Appendix A52 Test Execution Plan for Insert, Update and 1.0 3/21/2007 | MicroVote General Corp.
Delete Office, Candidate, Text Messages

Appendix A53 Test Execution Plan for OMR Ballot Card 0.1 4/2/2007 MicroVote General Corp.
Testing Matrix for Types (C312,C402,C256)

Appendix A54 Test Execution Plan and Test Report 0.2 8/3/2006 MicroVote General Corp.
Common Industry Format Usability Testing of the Infinity

Voting Panel Version 0.2

Appendix A54 Test Execution Plan for Common Industry 0.2 8/3/2006 MicroVote General Corp.
Format Dexterity Testing of the Infinity Voting Panel

Appendix A6 — Test Execution Plan for Ballot Text 1.2 1/9/2007 MicroVote General Corp.
Appendix A7 Test Execution Plan for Ballot Graphics 1.0 2/6/2006 MicroVote General Corp.
Appendix A8 Test Execution Plan for Equipment 1.0 2/6/2006 MicroVote General Corp.
Appendix A9 Test Execution Plan for Assign Equipment 1.1 3/3/2006 MicroVote General Corp.
Appendix B Carson Manufacturing Documents Election 0.4 10/10/2008 | MicroVote General Corp.
Management System

Appendix B-1 INFINITY VOTING PANEL Technical 0.8 5/9/08 MicroVote General Corp.
Reference Manual

Appendix B-2 CARSON MANUFACTURING QUALITY 0.1 5/28/2006 | MicroVote General Corp.
ASSURANCE PROCEDURES Election Management

System

Appendix B3 — Infinity Firmware Functional Specifications 0.6 12/18/2007 | MicroVote General Corp.
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Title Version Date Author (Org.)

(cover) — Election Management System

Appendix B-4 INFINITY COMMUNICATIONS 0.1 8/3/2007 MicroVote General Corp.
SPECIFICATIONS Election Management System

Appendix B-5 Infinity Encryption Algorithm Election 0.1 10/10/2008 | MicroVote General Corp.
Management System

Appendix C COTS SPECIFICATIONS EMS 1.4 5/9/08 MicroVote General Corp.
Appendix D GLOSSARY OF TERMS Election Management | 1.1 8/15/2007 | MicroVote General Corp.
System

Appendix E Completed COTS Testing Forms 1.0 1/12/2007 | MicroVote General Corp.
Appendix E COMPLETED COTS TESTING FORMS 1.0 1/12/2007 | MicroVote General Corp.
Election Management System

Appendix F VOTING VARIATIONS Election Management 15 8/23/2007 | MicroVote General Corp.
System

Appendix G COTS INVOICES AND CERTIFICATIONS 1.0 1/12/2007 | MicroVote General Corp.
Election Management System

Appendix G COTS INVOICES AND CERTIFICATIONS 11 8/15/2007 | MicroVote General Corp.
Election Management System

Appendix H ACP-20 OPTICAL SCANNER QUICK START 11 9/7/2007 MicroVote General Corp.
GUIDE Election Management System

Appendix | ACP-20 OPTICAL SCANNER USER’S 11 9/7/2007 MicroVote General Corp.
MANUAL Election Management System

Appendix J SEIKO DPU-3445-20 PRINTER USER’S 11 9/7/2007 MicroVote General Corp.
MANUAL Election Management System

Appendix K SEIKO DPU-414 PRINTER USER’'S MANUAL | 1.1 9/7/2007 MicroVote General Corp.
Election Management System

Appendix L GEMPLUS CARD READER/WRITER USER’S | 1.1 9/7/2007 MicroVote General Corp.
MANUAL Election Management System

Appendix N DOUBLETALK PC/LT USER’S MANUAL 11 9/7/2007 MicroVote General Corp.
Election Management System

Appendix O 3.5” BAY 7-IN-1 Flash Card Reader USB 2.0 1.1 9/7/2007 MicroVote General Corp.
Appendix O1 3.5” BAY 7-IN-1 Flash Card Reader USB 2.0 | 1.1 9/7/2007 MicroVote General Corp.
TECHNICAL SPECIFICATION Election Management

System

Appendix O2 3.5” BAY 7-IN-1 Flash Card Reader USB 2.0 | 1.1 9/7/2007 MicroVote General Corp.
USER’S MANUAL Election Management System

Appendix P INSTALLATION CHECKLISTS AND 11 9/7/2007 MicroVote General Corp.
SCHEDULES Election Management System

Appendix P-1 INSTALLATION CHECKLIST Election 11 9/7/2007 MicroVote General Corp.
Management System

Appendix P-2 DATABASE CREATION CHECKLIST 11 9/7/2007 MicroVote General Corp.
Election Management System

Appendix P-3 INFINITY PROGRAMMING CHECKLIST 11 9/7/2007 MicroVote General Corp.
Election Management System

Appendix P-4 DELIVERABLE SCHEDULE Election 11 9/7/2007 MicroVote General Corp.
Management System

Appendix Q DEFECT TRACKING SYSTEM Election 0.3 9/7/2007 MicroVote General Corp.
Management System

Appendix R GUI SPECIFICATIONS Election Management 1.6 8/26/2007 | MicroVote General Corp.
System

Appendix T PROGRAM SPECIFICATIONS Election 1.2 8/15/2007 | MicroVote General Corp.
Management System

Appendix U EMS Poll Worker's Manual 1.9 6/20/2008 | MicroVote General Corp.
Appendix V Election Management System User Manual 2.6 11/21/2008 | MicroVote General Corp.
Appendix W SAMPLE COUNTY INVOICE Election 11 9/7/2007 MicroVote General Corp.
Management System

Appendix X SOURCE CODE FILES LIST Election 11 9/7/2007 MicroVote General Corp.
Management System

Appendix Y — Build and Installation Instructions — Election 2.3 12/1/2008 | MicroVote General Corp.
Management System

Appendix Z Machine Technical Manual — Election 0.2 12/18/2007 | MicroVote General Corp.
Management System

Appendix Z OMR-9002 Card Reader USER’S MANUAL 1.0 3/29/2007 | MicroVote General Corp.
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Title Version Date Author (Org.)

Election Management System

CERTIFICATION OF: VOTING MACHINE no version | no date MicroVote General Corp.
PROGRAMMER

ECR/ECN 101 Part Number 0431164951 no version | 4/21/2008 | MicroVote General Corp.

EMS v.4.0 System Limitations no version | 12/1/2008 MicroVote General Corp.

File Name of Unit Compliance Status Comments 1.0 4/16/2007 | MicroVote General Corp.
Implementation Statement Election Management System 1.1 2/20/2008 | MicroVote General Corp.
INFINITY FIRMWARE TEST VERSION 9.56 RELEASE no version | 4/12/2007 | MicroVote General Corp.
NOTES 4/12/07 WHC

loginlog no version | 10/19/2007 | MicroVote General Corp.
MicroVote General Corp. 1.0 1/12/2007 | MicroVote General Corp.
Quality Assurance Procedures 0.1 5/28/2006 | MicroVote General Corp.
Section 2.1 SCOPE Election Management System 1.1 8/15/2007 | MicroVote General Corp.
Section 2.10 PERSONNEL DEPLOYMENT AND 11 8/15/2007 | MicroVote General Corp.
TRAINING REQUIREMENTS Election Management

System

Section 2.11 CONFIGURATION MANAGEMENT PLAN 15 9/5/2008 MicroVote General Corp.
Election Management System

Section 2.12 QUALITY ASSURANCE PROGRAM Election | 1.2 8/15/2007 | MicroVote General Corp.
Management System

Section 2.13 SYSTEM CHANGE NOTES Election 11 8/15/2007 | MicroVote General Corp.
Management System

Section 2.2 System Overview — Election Management 1.9 11/21/2008 | MicroVote General Corp
System

Section 2.3 SYSTEM FUNCTIONALITY DESCRIPTION 1.2 8/15/2007 | MicroVote General Corp.
Election Management System

Section 2.4 SYSTEM HARDWARE SPECIFICATION 13 8/15/2007 | MicroVote General Corp.
Election Management System

Section 2.5 SOFTWARE DESIGN AND SPECIFICATION 2.7 12/1/2008 | MicroVote General Corp.
Election Management System

Section 2.6 SYSTEM SECURITY SPECIFICATION 1.6 11/21/2008 | MicroVote General Corp.
Election Management System

Section 2.7 SYSTEM TEST AND VERIFICATION 11 8/15/2007 | MicroVote General Corp.
SPECIFICATION Election Management System

Section 2.8 SYSTEM OPERATIONS PROCEDURES 1.3 8/15/2007 | MicroVote General Corp.
Election Management System

Section 2.9 SYSTEM MAINTENANCE PROCEDURES 1.2 8/15/2007 | MicroVote General Corp.
Election Management System

Technical Data Package (TDP) TABLE OF CONTENTS 1.1 8/15/2007 | MicroVote General Corp.
Election Management System

Appendix B1 — INFINITY VOTING PANEL Technical 0.7 5/9/2008 Carson Manufacturing Co. Inc.
Reference Manual

Appendix B3 — Infinity Firmware Functional Specifications — | 0.5 12/18/2007 | Carson Manufacturing Co. Inc.
Election Management System

Infinity Encryption Algorithms 1.01 10/10/2008 | Carson Manufacturing Co. Inc.
Carson Manufacturing Company, Inc. Proprietary and no version | no date Carson Manufacturing Co. Inc.
Confidential Notice

ECN Request no version | 4/13/2008 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1330 no version | 4/16/2001 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1408 no version | 6/7/2005 Carson Manufacturing Co. Inc.
Engineering Change Notice 1413 no version | 10/10/2005 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1420 no version | 3/14/2006 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1424 no version | 5/12/2006 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1437 no version | 8/22/2007 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1438 no version | 9/19/2007 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1449 no version | 4/13/2008 | Carson Manufacturing Co. Inc.
Engineering Change Notice 1450 no version | 5/15/2008 | Carson Manufacturing Co. Inc.
Getupdt Build Instructions no version | 9/19/2007 | Carson Manufacturing Co. Inc.
Infinity Communication Specification 1.06 8/3/2007 Carson Manufacturing Co. Inc.
Infinity Firmware Design Specification 3.01 2/23/2006 | Carson Manufacturing Co. Inc.
Infinity Revision C Engineering Change Notice Declaration | no version | 1/23/2008 | Carson Manufacturing Co. Inc.
InfUpdater 101 Build Instructions no version | 9/11/2007 | Carson Manufacturing Co. Inc.
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Title Version Date Author (Org.)

ACP -20 Dual Sided Optical Mark Reader 1.1 4/15/2004 | Chatsworth Data Corp.

Assy TOP-ACP20 RS Red FCC/CE 1 of 2 no version | 3/13/08 Chatsworth Data Corporation
Assy TOP-ACP20 RS Red FCC/CE 2 of 2 no version | 3/13/08 Chatsworth Data Corporation
Declaration of Conformity Regarding European directive no version | 2/12/2008 | Chatsworth Data Corporation
204/18/EC

Declaration of Conformity Regarding FCC Part15 subpart B | no version | 3/10/2008 | Chatsworth Data Corporation
READ ME FIRST (OMR ACP 20) no version | no date Chatsworth Data Corporation
Regulatory Datasheet OptiPlex GX520, OptiPlex GX520n no version | 3/14/2008 | Dell, Inc.

Regulatory Datasheet Latitude D510 no version | 3/7/2008 Dell, Inc.

Fair-Rite Part Data Sheet no version | 4/1/2008 Fair-Rite Products Corp

Part Number: 0431164951 (31 Round Cable Core no version | 4/1/2008 Fair-Rite Products Corp
Assembly)

GemCore V1.21-Based Reader Reference Manual 1.0 1/12/2007 | Gemplus

Chatsworth Data Corporation ACP-20 Dual Sided Optical 2.4 12/19/2007 | Nemko USA, Inc.

Mark Reader EMC Test Report

Engineering Change Notice (ECN) # 1023 no version | 5/28/2008 | RC Systems

Engineering Change Notice (ECN) # 1024 no version | 5/28/2008 | RC Systems

Engineering Change Notice (ECN) # 1025 no version | 5/28/2008 | RC Systems

Engineering Change Notice (ECN) # 1026 no version | 6/5/2008 RC Systems

RC Systems DoubleTalk RC8650 Voice Synthesizer no version | 4/18/2007 | RC Systems

Sharp Liquid Crystal Display Spec No. LC02Y20A Model no version | 11/24/92 Sharp Corporation

LM64K83

DPU-414 Operation Manual 37 ed. Dec 1998 Seiko Instruments, Inc.
User's Guide Thermal Printer DPU-3445-20 11" ed. Dec 2004 | Seiko Instruments, Inc.
StarTech.com Spec Sheet (StarTech ID: 35FCREADBK) no version | no date StarTech

USB 2.0 Flash Card Reader no version | 9/12/2006 | StarTech

Table 10 Other Software, Hardware and Materials

Testing Software, Hardware & Material

Description

Description of use in testing

Paper ballots or ballot cards

COTS Pre-printed data cards
256 position: 2615—-STB 7/99
312 position: LP 2628 9/98
402 position: LP 2443-B, &

Paper ballot cards to record
votes for the OMR

Pens and pencils

COTS Pencils and black, blue,
red and green ink pens

Marking votes on paper data
cards

Paper (81/2 x 11)

COTS Paper, Inkjet Printer

Central tally reports

Paper rolls COTS Paper, Thermal Printer Infinity open and close poll
reports
ComuUtil109 Vote simulation tool Environmental operation

simulating the casting of ballots

Multiple desktop and laptop PCs

A variety of PCs running Microsoft

operating systems

Supplied by iBeta: Preparation,
management and recording of

test plans, test cases, reviews

and results

Repository servers

Separate servers for storage of
test documents and source code,
running industry standards
operating systems, security and
back up utilities

Supplied by iBeta: Documents
are maintained on a secure
network server. Source code is
maintained on a separate data
disk on a restricted server

Microsoft Office 2003

Excel and Word software and
document templates

Supplied by iBeta: The software
used to create and record test
plans, test cases, reviews and
results

SharePoint 2003

TDP and test documentation
repository

Supplied by iBeta: TDP and test
documentation repository and
configuration management tool
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Testing Software, Hardware & Material

Description

Description of use in testing

Other standard business application
software

Internet browsers, PDF viewers
email

Supplied by iBeta: Industry
standard tools to support testing,
business and project
implementation

Center 325 Mini Sound Level Meter

IEC 651 Type 2 handheld sound
level meter

Supplied by iBeta: Measure
decibel level

Visual Studio 2003 v.7.1.3808
(Microsoft)

Build and source code review
Integrated Development
Environment

Supplied by iBeta: View source
code review

RSM v.6.92
(M Squared Technologies)

C, C++, Java & C# static analysis
tool

Supplied by iBeta: identify line
counts and cyclomatic
complexity

Beyond Compare 2 v.2.4.3 (Scooter
Software)

Comparison utility

Supplied by iBeta: used to
compare file/folder differences

WinDiff 5.1 (Microsoft)

Comparison utility

Supplied by iBeta: used to
compare file/folder differences

Hash.exe v.7.08.10.07.12 (Maresware)

Hash creation utility

Supplied by iBeta: used to
generate hash signatures for
Trusted Builds

Trusted Build Software

Description

Description of use in testing

Secure Erase (CMRR) HDDErase v3.3

(NIST 800-88) Secure Erase
command tool

Supplied by iBeta: used to clean
the build environment

Microsoft .NET Framework v1.1
.NET 1.1 SP1 for above (KB867460)

Development framework and
compiler

COTS: used to compile the EMS

Visual Studio 2003 SP1

Development framework and
compiler

COTS: used to compile the EMS

Franson Serial Tools SDK v2.01g

3" party libraries

COTS: used to compile the EMS

ComponentOne Studio Enterprise
2005

3 party libraries

COTS: used to compile the EMS

C1.C1Pdf.dll v1.1.20053.42

3" party DLL

COTS: used to compile the EMS

C1.C1PrintDocument.dll
v1.0.20053.287

3 party DLL

COTS: used to compile the EMS

C1.Win.C1Command.dll
v1.0.20052.128

3 party DLL

COTS: used to compile the EMS

C1.Win.C1FlexGrid.dll v2.5.20053.220

3 party DLL

COTS: used to compile the EMS

C1.Win.Clinput.dll v1.0.20052.99

3 party DLL

COTS: used to compile the EMS

C1.Win.ClList.dll v1.1.20052.78

3 party DLL

COTS: used to compile the EMS

C1.Win.C1PrintPreview.dll
v1.0.20053.287

3 party DLL

COTS: used to compile the EMS

C1.Win.Cl1Report.dll v2.5.20053.188

3" party DLL

COTS: used to compile the EMS

Cl1CommandConverter.dll
v1.0.20023.2

3% party DLL

COTS: used to compile the EMS

C1.Common.dll v1.0.20052.118

3% party DLL

COTS: used to compile the EMS

7Adodb.dll v7.0.9466.0

3% party DLL

COTS: used to compile the EMS

Interop.ACTIVEVOICEPROJECTLIb.dIl
v1.0.0.0

3 party DLL

COTS: used to compile the EMS

Interop.lasHelperLib.dll v1.0.0.0

3 party DLL

COTS: used to compile the EMS

Interop.SpeechLib.dll v1.0.0.0

3 party DLL

COTS: used to compile the EMS

Microsoft.mshtml.dll v7.0.3300.0

3 party DLL

COTS: used to compile the EMS

SerialNET.dll v2.0.0.1

3 party DLL

COTS: used to compile the EMS

Borland C++ Development Suite v.
5.02

Development framework and
compiler

COTS: used to compile Infinity

Visual Studio 6 Professional Edition
SP 6 (VB6)

Development framework and
compiler

COTS: used to compile Infinity

Lgbl.chr, Lgb2.chr, Lgnl.chr, Lgn2.chr

Borland COTS font files

COTS: used to compile Infinity
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Description

Description of use in testing

Smb1l.chr, Smb2.chr, Smnil.chr,
Smn2.chr

Greenleaf CommLibTM v. 5.1

3" party libraries

COTS: used to compile Infinity

DatalLight Rom-DOS v6.22

3" party libraries

COTS: used to compile Infinity

Pkzip v2.04g

3" party libraries

COTS: used to compile Infinity

OROS Low Level Interface Library
v1.0

3% party libraries

COTS: used to compile Infinity

WGCRANSI.DLL
DatalLight Rom-DOS v6.22

3% party DLL

COTS: used to compile Infinity

System Identification

Description

Description of use in testing

MicroVote System ID Tool CD

MicroVote system identification
tool CD

Confirm system identification
tool functions as described in
the A